Designing Data-intensive Applications
PDF (Limited Copy)

Martin Kleppmann

Designing
Data-Intensive
Applications

THE BIG IDEAS BEHIND RELIABLE, SCALABLE,
AND MAINTAINABLE SYSTEMS

More Free Book B s
OELT
Scan to Download


https://ohjcz-alternate.app.link/mUs2mMTyRRb

Designing Data-intensive Applications Summary
Insights for Building Scalable and Reliable Systems

Written by Books OneHub

More Free Book %\


https://ohjcz-alternate.app.link/mUs2mMTyRRb

About the book

In "Designing Data-Intensive Applications,"” Martin Kleppmann masterfully
unravels the complexities of building modern data systems, guiding readers
through the intricate landscape of data management, storage, and processing
architectures. With afocus on scalability, reliability, and maintainability,
this essential read combines theoretical framewaorks with practical insights,
making it an invaluable resource for software engineers, architects, and data
professionals alike. Through engaging examples and clear explanations,
Kleppmann empowers readers to understand the trade-offs faced when
designing applications that are not only data-driven but also resilient in the
face of real-world challenges. Dive into this comprehensive guide to
transform your approach to data architecture and optimize the way you build

data-intensive applications.
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About the author

Martin Kleppmann is a renowned computer scientist and software engineer
recognized for his expertise in the design and implementation of data
systems. With a solid background from the University of Cambridge, where
he earned his PhD, Kleppmann has spent significant time researching
distributed systems and data-intensive applications. He has made substantial
contributions to the field through his work at various tech companies,
including LinkedIn and Google, and by advising startups on data
architecture. Kleppmann is also a passionate advocate for better
understanding of data systems, which he eloguently presentsin his
acclaimed book "Designing Data-Intensive Applications," offering insights
into the challenges and solutions for building scalable and resilient software

systems.
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Chapter 1 Summary: Reliable, Scalable and Maintainable
Applications

In today’ s technology landscape, applications are predominantly
data-intensive rather than compute-intensive, reflecting a shift toward
handling vast volumes of data, complex datainteractions, and rapid data
changes. The foundations of successful data-intensive applications revolve
around achieving three vital characteristics: reliability, scalability, and

maintainability.

1. Reliability: The foremost expectation from any softwareisits
reliability—essentially, the ability to maintain correct functionality despite
adversities such as hardware failures, software bugs, or user errors.
Reliability can broadly encompass fault tolerance, which is the system's
ability to cope with faults without causing overall system failure. Faults can
range from random hardware glitches, like failing disks, to systematic
software errors that manifest under unique conditions. Designing areliable
system s crucial, as unavailability can lead to significant user dissatisfaction
and loss of trust. Techniques such as redundancy, robust error handling, and
thorough testing can mitigate these issues. Furthermore, creating
environments where human errors can be minimized enhances overall

reliability, safeguarding user experiences.

2. Scalability: Scalability addresses how a system can handle increased
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load over time, accommodating growing amounts of data, users, or
processing needs. Proper scalability does not declare an application as
inherently scalable; rather, it requires analyzing load through quantifiable
parameters and establishing strategies to maintain performance levels as
demand increases. For instance, as seen with Twitter's early challengesin
managing home timeline queries due to high read demand, architectural
decisions must balance write and read operations effectively. Solutions can
include caching strategies and hybrid approaches to maintain performance
during peak utilization. Ultimately, scalable architecture will rely on
assumptions about load parameters and should allow for future growth

without compl ete redesign.

3. Maintainability: The long-term success of a software system hinges
significantly on its maintainability—the ease with which teams can manage,
adapt, and improve the system over time. Since software evolves rapidly,
maintainability focuses on minimizing the obstacles to making changes,
whether they arise from fixing bugs, adding features, or upgrading
components. Key aspects of maintainability include operability, which
facilitates easier oversight and restorative measures for systems in operation;
simplicity, which ensures new engineers can navigate the system without
barrier; and evolvability, establishing framework flexibility for unforeseen
requirements or technological advancements. Good software architecture
embraces abstraction to conceal complexity while ensuring extensibility for

future adjustments.
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In conclusion, reliable, scalable, and maintainable applications require
thoughtful design and an understanding of underlying principles that govern
the interactions between data systems. Aswe embark on exploring various
data systems throughout this book, the insights gained from understanding
these vital principles will lead to deeper knowledge about crafting superior
data-intensive applications, making them more resilient, efficient, and
user-friendly. These fundamental attributes are not merely theoretical but are
crucial considerations in the development and evolution of every data-driven

application.
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Critical Thinking

Key Point: Reliability in Data-Intensive Applications

Critical Interpretation: Consider how the principle of reliability in
designing data-intensive applications can profoundly influence your
daily life. Just as these applications must withstand failures and errors
while maintaining functionality, you too can adopt a mindset of
resilience. When challenges arise—be it in your career, relationships,
or personal projects—embrace the idea of being fault-tolerant. Learn
to build redundancies, such as developing backup plans and healthy
coping mechanisms to safeguard against life's unpredictability. By
prioritizing reliability in your approach to problem-solving and
relationships, you foster trust and confidence in yourself and those
around you, much like dependabl e software that users can count on.
This perspective encourages a proactive attitude: when faced with
obstacles, rather than succumbing to frustration, you cultivate a habit
of persistence, ensuring you remain steadfast even during turbulent

times.
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Chapter 2 Summary: Data Models and Query L anguages

Chapter 2 of Martin Kleppmann's "Designing Data-1ntensive Applications'
delvesinto the intricate world of data models and query languages,

emphasizing their critical role in software development.

Understanding data models greatly influences not only the structure of the
software but also how devel opers conceptualize and approach the problem at
hand. Most applications function by stacking various data models, where
each layer abstracts the complexities of its underlying representation. Aswe

explore these various layers, we observe atypical hierarchy:

1. Application Development begins with real-world entities, such as

people and organizations, modeled into specific data structures or objects
that tailor to the application’s needs.

2. Data Stor ageis then implemented through general-purpose data
models—like JISON, XML, or relational tables—that serve as interfaces for
holding those data structures.
3. Database Representation involves turning complex models into

efficient byte representations that databases can utilize for storage and quick
access.
4. Hardwar e Repr esentation reaches down to the physical realization of

datain bits, supported by electrical, optical, or magnetic systems.
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The conversation around data models includes various types, each with
distinct operational characteristics that influence the ease of certain tasks
over others. Hence, choosing the right data model is crucial for building
efficient applications, with many developers having to become adept in

multiple models.

The chapter contrasts the well-established relational model, operationalized
through SQL, with alternative models like document and graph databases.
The relational model, originating from Edgar Codd’ s 1970 proposal,
organizes datainto tables where each entry relates to others through
predefined structures. SQL, being a declarative language, allows for
complex querying without needing to specify the operational steps
explicitly. This genera understanding is alegacy of relational databases
which dominated many sectors due to their versatility in business

applications.

However, as diverse use cases emerged in the 21st century, the demand for
flexibility and scalability led to the rise of NOSQL systems. These systems
are sometimes categorized broadly as document-oriented databases,
facilitating easier handling of non-structured data through formats like
JSON, or graph databases that thrive on interconnected data with rich
relationships. The discussion around NoSQL also highlights its various
motivations, such as enhanced scaling capabilities, the dismantling of rigid

schemas, and the desire for specialized querying opportunities.
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A significant challenge encountered in application development is theimped

ance mismatch between relational databases and object-oriented
programming languages, which complicates data interactions.
Object-Relational Mapping (ORM) frameworks attempt to alleviate this

issue, but gaps remain.

The chapter also addresses the nuanced differences in modeling one-to-many
versus many-to-many relationships, particularly how traditional data models
encapsulate these. Document models excel in scenarios where hierarchical
data is predominant, while graph models are ideal when interactions among
entities are complex and vast, leading to a need for direct linkage and

traversal.

The text further emphasi zes the evolution of querying languages beyond
SQL’ s foundational impact to include modern alternatives like MongoDB's
aggregation framework, SPARQL for RDF data, and graph-specific
languages like Cypher. This variety allows devel opers to choose query
languages that align best with their specific data models and operational
needs.

Lastly, while discussing the limitations of querying and data representation,
Kleppmann highlights the convergence of different data models, evidenced
by SQL's increasing support for JISON, and NoSQL databases adopting
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relational features. This synergy hints at a future where hybrid models
dominate the data landscape, offering diverse capabilities for developersto

craft applications that meet a spectrum of functional requirements.

In summary, understanding data models and their associated query
mechanismsis essential for building robust, scalable applications. Each
model has unique benefits and limitations, and their optimal use depends on
the specific context of the application being developed. As technology
evolves, so too will the approaches to data management, necessitating a keen

awareness of these chanaes from devel opers.
Key

Concepts Details
Introduction Focus on data models and query languages in software development.
Hierarchy of 1. Application Development2. Data Storage3. Database
Data Models Representation4. Hardware Representation
Data Model Different models (e.g. relational, document, graph) impact operational
Types characteristics and application efficiency.
Relational Originated from Edgar Codd’s proposals, uses SQL for complex
Model guerying.
NoSQL Emergence due to need for flexibility and scalability; includes
Systems document databases and graph databases.
Impedance Challenges between relational databases and object-oriented
Mismatch programming; ORM frameworks partially address these issues.
One-to-Many

Document models best for hierarchical data, while graph models best

Vs for complex inter-entity relationships.

Many-to-Many
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Key

Concepts Details
Querying Evolution from SQL to modern alternatives (e.g. MongoDB, SPARQL,
Languages Cypher).

Convergence of data models: SQL supports JSON, NoSQL adopts

Future Trends relational features, leading to hybrid models.

Understanding models and queries is crucial for robust applications;
Conclusion evolving technology mandates awareness of changes in data
management approaches.
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Critical Thinking

Key Point: The importance of choosing the right data model for
application development

Critical Interpretation: As you navigate through your personal and
professional projects, consider how selecting the right structure for
your ideas can transform their realization. Just as data models shape
applications to meet user needs, your ability to envision and organize
your thoughts, goals, and resources can lead to a more successful
outcome. Embrace diverse perspectives and tools, much like

devel opers choose between relational and NoSQL databases, to
optimize your approach to challenges, ensuring that your solutions

resonate and connect effectively with others.
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Chapter 3: Storage and Retrieval

In the exploration of data storage and retrieval, we can distill severa key
principles and methodol ogies that shape modern database technology. The
heart of adatabase's function is dual: to store and retrieve data efficiently.
As application developers, understanding how databases operate internally is

crucial for selecting suitable storage engines tailored to specific workloads.

1. Database Engines and Workload Optimization: Different storage engines
specialize in optimizing for various tasks. Those designed for transactional
workloads are typically focused on user input and quick record lookups,

while analytics-focused engines cater to heavy querying of vast datasets.

2. Core Data Structures: The simplest form of dataretrieval can be
Illustrated with basic functions, akin to a key-value store. However, the
challenge arises as the volume of data increases. As seen in more

sophisticated systems, efficient data retrieval necessitates indexing —
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Chapter 4 Summary: Encoding and Evolution

Chapter 4 of "Designing Data-Intensive Applications' by Martin Kleppmann
delvesinto the critical topic of data encoding and the evolution of
application data structures. It emphasizes that applications are dynamic,
requiring systems capable of adapting to change—an aspect referred to as
evolvabhility. The relationship between application features and data
management is highlighted throughout the chapter, with a focus on how

different data models accommodate schema changes.

1. Evolvability and Change M anagement: The chapter begins with the
understanding that application requirements are not static; features evolve
based on user feedback or changing market conditions. This constant state of
flux necessitates robust systems that allow for effective adaptation. The need
for backward and forward compatibility between various versions of
application code and datais essential. Backward compatibility ensures that
newer applications can read datafrom older versions, while forward
compatibility allows older applications to work with data generated by

newer versions.

2. Data Encoding Formats Several encoding formats are discussed,
each with its unique way of handling schema changes. Relational databases
maintain a strict schema, whereas schemal ess databases offer flexibility in

accommaodating multiple data formats. The chapter introduces various data
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encoding formats such as JSON, XML, Protocol Buffers, Thrift, and Avro,
examining their respective efficiencies, compatibility properties, and

usability in different scenarios.

3. Challenges with L anguage-Specific Formats While various
programming languages provide built-in serialization formats, these often
present compatibility issues when integrating with other systems or
languages. Furthermore, these formats can lead to security vulnerabilities

through poorly handled serialization processes.

4. Standar dized Textual Formats Text formats like JSON and XML are
highlighted for their human-readable properties, making them easier for
debugging or manual data entry. However, they suffer from ambiguities,
especially concerning data types. Their compatibility largely depends on

how strictly the users adhere to schema definitions.

5. Binary Encodings. For internal data handling, binary formats are

more suitable as they optimize both space and efficiency. Formats like
MessagePack, Thrift, and Protocol Buffers reduce the size of data
transmitted or stored and facilitate easier schema evolution through the use
of unigue tag numbers and field type declarations. The chapter explores how
these formats can perform better than textual encodings, particularly in

systems that require high performance.
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6. Schema Evolution: Schema evolution is arecurring theme, especially

in the context of Thrift and Protocol Buffers, which need to manage changes
in schemawhile ensuring backward and forward compatibility. The
guidelines for modifying schemas include adding optional fields or

providing default values but emphasize that removing fields must be

approached cautiously to avoid breaking old versions.

7. Apache Avra Avro is presented as another binary encoding

framework that uses schemas for data serialization while also
accommaodating schema evolution. Its approach allows for the decoupling of
data encoding from strict schema definitions, making it more flexible for

dynamic data modeling, particularly in big data contexts.

8. Modes of Data Flow: The chapter wraps up with a discussion of
distinct modes of data flow within applications:
- Databases. Processes writing to and reading from databases must
manage encoded data effectively while ensuring compatibility across
different versions of applications.
- Web Services (REST and RPC). Data exchanged over web services
must adhere to strict encoding formats that permit backward and forward
compatibility, facilitating smoother updates and maintenance across
Services.
- Asynchronous M essage Passing: The final aspect covers the use of

message brokers, highlighting their role in decoupling processes and

More Free Book %‘\ i gor)
Scan to Dow/



https://ohjcz-alternate.app.link/mUs2mMTyRRb

ensuring reliable message delivery, even amidst evolving schemas and

encoding formats.

In conclusion, Chapter 4 demonstrates that successful data management in
evolving applications hinges on careful selection of encoding formats that
not only meet operational needs but also support seamless evolution of both
application and data structures. The guidance provided reinforces the
importance of backward and forward compatibility in arapidly changing
technological landscape, urging developers to adopt practices that facilitate

agile adaptations while minimizing disruptions.
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Chapter 5 Summary: Part I1. Distributed Data

In the transition from the single-machine data storage paradigm discussed in
Part | of "Designing Data-Intensive Applications' by Martin Kleppmann,
Part |1 delves into the complexities of distributed data systems. When

contemplating the distribution of databases over multiple machines, there are

several compelling motivations to consider.

Firstly, scalability is aprimary concern. As the volume of data, read |oad, or
write load surpasses the capabilities of a single machine, distributing the
load across multiple machines becomes essential. This scalable approach
allows for the enhancement of performance without being limited by the

resources of a solitary machine.

Secondly, fault tolerance and high availability are critical in ensuring that
applications remain operational even in the event of hardware or network
failures. By leveraging a network of machines, redundancy can be achieved;
if one machine experiences afailure, another can take over, ensuring

continuous service uptime.

Another important factor is latency, especially for applications with a global
user base. By deploying servers closer to users, geographical proximity can
significantly reduce the time it takes for data to travel across networks,

enhancing user experience.
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In exploring scaling methods, vertical scaling (or scaling up) involves
enhancing a single machine's resources, such asincreasing CPUs or
memory. However, this method has diminishing returns as machine size
increases, leading to increased costs and potential bottlenecks that do not
linearly correlate with scalability.

Alternatively, shared-disk architectures allow multiple machines to share
access to a set of disks, but these systems face challenges with contention

and locking, limiting scalability.

The advent of shared-nothing architectures has revolutionized the approach
to scalability. In these configurations, each machine operates independently
with its own resources, allowing for greater flexibility and
cost-effectiveness. Nodes operate independently, utilizing conventional
networking for coordination, which empowers businesses to |leverage more
affordable machines and potentially distribute data across diverse

geographical locations.

Despite the apparent advantages of shared-nothing architectures, it is crucia
for developers to approach distributed architectures with caution.
Application complexity can escalate due to data being spread across multiple
nodes, leading to various constraints and trade-offs that devel opers must

navigate, notably affecting the efficiency of applications compared to
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projects running in simpler environments.

Two prominent mechanisms emerge for distributing data across nodes:
replication and partitioning. Replication involves maintaining copies of the
same data across various nodes. This approach ensures redundancy and
enhances performance, particularly when certain nodes become unavailable.
Partitioning, often referred to as sharding, segments a large database into
smaller, more manageable pieces allocated across different nodes. While
these two mechanisms can operate independently, they often coexist to

bolster performance and reliability.

As the discussion progresses into aspects like transactions and the
limitations inherent to distributed systems, it becomes apparent that careful
design decisions are vital for creating robust distributed applications. This
understanding sets the stage for exploring how multiple potentially
distributed datastores can be integrated seamlessly into larger, complex
systemsin later sections of the book. Thus, the focus on distributed systems
forms acritical foundation for acknowledging the intricacies of modern data

management in technol ogy-driven environments.
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Chapter 6: Replication

In Chapter 5 of "Designing Data-Intensive Applications,” Martin
Kleppmann explores the critical concept of replication, which involves

mai ntaining copies of data across multiple machines connected by a
network. The motivations for data replication are diverse and include
geographic proximity to users for reduced latency, increased system
availability despite partial failures, and enhanced read throughput by
enabling more machines to serve read queries. The chapter presumes a small
dataset manageable by a single machine, which will be expanded upon in

future discussions regarding partitioning excessively large datasets.

Asthe chapter unfolds, it delves into the complexity introduced by changes
in replicated data. While static data replication presents few challenges,
dynamic data requires effective change management protocols. The
exploration focuses on three prevalent replication algorithms. single-leader,

multi-leader, and |eaderless replication, each bearing unique advantages and
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Chapter 7 Summary: Partitioning

In this chapter, we delve into the concept of partitioning as a strategy to
manage large datasets in database systems. Partitioning, often referred to as
sharding in various NoSQL systems, involves dividing alarge database into
smaller, manageable pieces called partitions, each of which can reside on
different nodes. The primary goal of partitioning is to enhance scalability by
distributing data and query load across multiple nodes, allowing for better

performance and resource utilization.

1. Terminological Clarity. In database discourse, the terms "partition”
and "shard" are frequently used interchangeably; however, we will stick to
"partition” to maintain consistency. Each partition is intended to hold a

distinct subset of data, allowing for efficient, scalable operations.

2. The Need for Partitioning: As datasets grow, the limitations of
single-node storage become apparent, necessitating approaches that enable
effective data distribution. Partitioning alows for alarge dataset to be spread
across multiple disks, enhancing query throughput and facilitating load

balancing across processors.

3. Partitioning Strategies. The chapter outlines various approaches to
partitioning, primarily focusing on:

- Key Range Partitioning: Thisinvolves assigning continuous key
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ranges to partitions. While it facilitates efficient range queries, it risks
creating hot spots when data access patterns are skewed towards certain
keys.
- Hash Partitioning: Here, a hash function determines the partition for
each key, which helps to evenly distribute the data but sacrifices the ability

to perform range queries efficiently.

4. Handling Hot Spots. Hot spots arise when certain partitions
experience disproportionate loads. Techniques such as using random
prefixes with keys or implementing more sophisticated hash functions can

help mitigate these issues.

5. Rebalancing: Asthe database evolves—whether due to increased
throughput demands, size changes, or node failures—rebalancing becomes
essential. This process redistributes partitions across nodes to maintain an
equitable load. The chapter discusses strategies like fixed number of
partitions and dynamic partition adjustments, ensuring that the database can

adapt as conditions change.

6. Routing Requests. Efficient request routing is critical for accessing

the right partition as the cluster topology changes. Various methods for
routing include allowing clients to connect to any node, deploying a
dedicated routing tier, or having partition-aware clients directly contact the

relevant node.
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7. Secondary Indexes The integration of secondary indexes complicates
partitioning since these indexes must also be effectively partitioned. We
discuss two main strategies:

- Document-Partitioned I ndexes Secondary indexes that are tied to
the primary document partition clarifying and enhancing write operations
but complicating read queries (requiring scatter/gather operations).

- Term-Partitioned Indexes These provide aglobal view across
partitions but require more complex write operations as multiple partitions

need updates per document change.

8. Parallel Processing: Advanced queries, particularly in analytics,
involve executing multiple operations concurrently across partitions. This
parallel execution taps into the strengths of massively parallel processing

(MPP) systems to efficiently manage complex queries.

In summary, partitioning is an essential concept for designing scalable
data-intensive applications. By effectively distributing data through various
partitioning strategies and ensuring efficient rebal ancing and request routing,
databases can achieve high performance and resilience in the face of
growing data demands. The chapter sets the stage for discussing
transactions—how to manage operations that affect multiple

partitions—thus leadina to the next crucial area in database manaoement.

Topic Description
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Topic

Terminological
Clarity

The Need for
Partitioning

Partitioning
Strategies

Handling Hot
Spots

Rebalancing

Routing
Requests

Secondary
Indexes

Parallel
Processing

Conclusion

More Free Book

Description

Usage of "partition” over "shard" for consistency; each partition holds
a subset of data for scalable operations.

As datasets grow, partitioning helps distribute data across multiple
disks, improving query throughput and load balancing.

1. Key Range Partitioning: Assigns continuous key ranges but can
create hot spots.2. Hash Partitioning: Uses hash functions for
distribution at the cost of range query efficiency.

Techniques like random prefixes or advanced hash functions can help
alleviate load imbalances across partitions.

Redistributing partitions as database conditions change to maintain
balanced loads, using strategies like fixed or dynamic partition
adjustments.

Methods for efficient request routing include client connections to any
node, a dedicated routing tier, or partition-aware clients contacting
relevant nodes.

Includes Document-Partitioned Indexes (tied to a primary document
partition) and Term-Partitioned Indexes (providing a global view but
needing complex write operations).

Executing operations concurrently across partitions for complex
gueries; leverages massively parallel processing (MPP) systems.

Partitioning is vital for scalable data-intensive applications, facilitating
performance and resilience. It leads to discussions on managing
transactions across multiple partitions in database management.
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Critical Thinking

Key Point: Embrace the Power of Partitioning in Your Life

Critical Interpretation: Just as partitioning in databases helps manage
vast amounts of data by dividing it into smaller, manageable chunks,
you can apply this principle to your own life. When faced with
overwhelming tasks or responsibilities, consider breaking them down
into smaller, more digestible parts. This not only makes challenges
feel less daunting but aso allows you to allocate your resources and
time more efficiently across various aspects of your life. Whether it's
work projects, personal goals, or even daily chores, adopting a
mindset of partitioning can lead to increased productivity and amore
balanced life. By rebalancing your priorities and focusing on one
partition at atime, you can enhance your performance and resilience

in the face of life's growing demands.
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Chapter 8 Summary: Transactions

In data-intensive applications, transactions are essential for managing the
risks associated with concurrent data access and potential system failures.
Transactions provide a framework that abstracts the complexities of various
error scenarios, such as applications crashing, hardware failures, and
network interruptions. By grouping a series of read and write operations into
asingle atomic unit, transactions simplify error handling for developers,
allowing applications to consistently retry actions without the risk of

Inconsi stencies.

The significance of transactions is underscored through the well-known
ACID properties. Atomicity, Consistency, |solation, and Durability. These
principles are designed to ensure that transactions maintain reliable behavior
despite inherent faults. Each property warrants further exploration to

elucidate the nuances and implications of transaction management:

1. Atomicity guarantees that all operationsin atransaction are
completed successfully, or none are applied at all. This prevents any partial
updates and helps applications recover gracefully from errors by aborting

incompl ete transactions.

2. Consistency refers to the expectation that transactions will bring the

database from one valid state to another, adhering to predefined integrity
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constraints. However, thisis primarily the responsibility of the application to
ensure that transactions maintain data validity according to the

application-specific rules.

3. I'solation protects concurrent transactions from interfering with one

another. It is crucial in scenarios where multiple clients may attempt to
modify the same data simultaneoudly. Isolation levels can vary—from strict
serializability, ensuring full sequential consistency, to read-committed levels
that allow for some concurrency but may lead to anomal ous reads or

updates.

4. Durability ensures that once atransaction is committed, its effects
remain permanent, even in the event of a crash. Achieving durability

traditionally involves writing data to non-volatile storage, often

supplemented by mechanisms such as write-ahead logging to enhance

recovery.

Despite these fundamental benefits, different applications have varied
requirements regarding transactional coverage. For instance, some
applications can achieve satisfactory performance without full transaction
support, while others may prioritize availability, opting for weaker

guarantees like eventual consistency or relaxation of ACID properties.

Over the years, the adoption of NoSQL databases has led some systems to
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favor scalability and performance over full transactional support, creating a
modern landscape for developersto navigate. In environments without
robust transaction capabilities, applications often face complexities such as
managing inconsistent data states and ensuring correctness across multiple

updates manually.

To address concurrency challenges, numerousisolation levels and
transaction management techniques have been developed. The choice of
isolation level directly impacts how transactions are executed in parallel and
the types of anomalies that may occur. Common isolation levels include read
committed, which prevents dirty reads but allows non-repeatable reads, and
snapshot isolation, which provides a consistent view of the data but may

expose some anomalies like write skew.

The emerging solution of Serializable Snapshot Isolation (SSI) offersa
promising alternative, aiming to balance performance with the guarantees of
serializability, thereby addressing the downsides of both traditional isolation

mechanisms and optimistic concurrency controls.

In summary, transactions are not merely atechnical necessity but avita
architectural consideration in designing data-intensive applications. A
profound understanding of the various transaction properties, isolation
levels, and their respective trade-offs enables devel opers to make informed

decisions that align with the specific requirements of their applications,
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thereby mitigating risks of data inconsistencies while optimizing
performance. The next chapters promise to delve deeper into the challenges
posed by distributed systems, further enriching our understanding of

transactions in combplex. multi-node environments.

Aspect

Importance of
Transactions

ACID Properties

Atomicity

Consistency

Isolation

Durability

Application
Requirements

NoSQL Influence

Concurrency
Challenges

Common Isolation
Levels

Serializable
Snapshot Isolation

More Free Book

Description

Essential for managing risks of concurrent access and failures;
simplifies error handling.

Framework ensuring reliable transaction behavior despite faults.

Ensures all operations succeed or none apply, avoiding partial
updates.

Transitional integrity maintained by the application to ensure
valid database states.

Protects concurrent transactions from interference; multiple
isolation levels available.

Committed transaction effects remain permanent, achieved
through non-volatile storage.

Varied needs; some applications can function without full
transaction support.

Focus on performance and scalability has led some to relax
ACID properties.

Isolation levels impact parallel execution and possible
anomalies.

Includes read committed and snapshot isolation; each has
distinct characteristics.

Aims to balance performance with serializability guarantees.
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Aspect Description
(SSI)

Understanding transaction properties and isolation levels helps

Conclusion I : :
optimize performance and ensure data integrity.
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Critical Thinking

Key Point: Atomicity in Transactions

Critical Interpretation: Imagine for amoment how your daily
decisions could be ssmplified if you could guarantee that every choice
you make is either fully realized or not at all—like an atomic
transaction. When you commit to adecision, like investing your time
in anew project or committing to agoal, envision creating a safeguard
where incomplete or faulty actions automatically don’'t count. This
principle of atomicity can inspire you to approach challengesin your
life with greater confidence, ensuring that you tackle your
commitments in amanner that prevents half-measures, allowing you
to feel secure in your choices. Just as transactions ensure consistency
In a data system, you can apply thisto your ambitions, alowing you to
pursue your endeavors while minimizing the risk of emotional or

logistical inconsistencies.
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Chapter 9: The Troublewith Distributed Systems

In this chapter, we delve into the myriad challenges associated with
distributed systems, where the complexities of network communication
create unigue difficulties compared to traditional, single-computer
environments. The discussion begins by acknowledging that distributed
systems inherently face a higher risk of failure. As notable anecdotes
illustrate, system operators often have harrowing tales of network partitions,

power outages, and component failures.

As we explore the nature of faultsin distributed systems, we learn about the
concept of partial failures, where certain components may malfunction
without the entire system failing. This behavior starkly contrasts with single
machines, which typically exhibit deterministic outcomes—it either works
or it doesn't. In distributed systems, interactions among nodes introduce
non-deterministic behavior, making it challenging to ascertain system states

following failures.
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Chapter 10 Summary: Consistency and Consensus

In Chapter 9 of "Designing Data-Intensive Applications," Martin

Kleppmann explores the intricate concepts of consistency and consensus
within distributed systems. The chapter begins by emphasizing the inevitable
faults that can occur in distributed systems, including network packet |oss,
clock inaccuracies, and node failures, setting the stage for the necessity of

fault-tolerant designs.

The chapter articulates key algorithms and protocols that can help create
such resilient systems. By prioritizing general-purpose abstractions that
allow applications to ignore specific failure scenarios, Kleppmann draws
parallels with the transaction mechanisms discussed in earlier chapters. He
introduces consensus as a crucia abstraction, illustrating that ensuring all
nodes in a distributed system agree on a specific state or decision isvital for
applications. For example, during leader election scenarios in databases,
only one leader should operate to maintain data integrity and avoid issues

such as "split brain" situations.

As the discussion unfolds, the text presents a range of consistency
guarantees, using eventual consistency as a springboard for explaining
stronger models, including linearizability. While eventual consistency

allows for temporary discrepancies between replicas, linearizability demands

strict ordering that gives the illusion of a single data copy. This ordered view
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helps prevent confusion, asillustrated by an example involving two users

receiving differing responses about the outcome of a sporting event.

Kleppmann dives deep into the details of linearizability, explaining it as an
atomicity guarantee that requires all operations to appear as though they
happened in a strict sequence, effectively eliminating the possibility of
concurrent operations. He makes a vital distinction between linearizability
and serializability, the former focusing on individual operations and the

latter on the isolation of transaction executions.

The narrative then transitions into practical applications of consensus
algorithms, particularly through two-phase commit (2PC) which is
commonly used to ensure atomic transactions across distributed nodes. He
identifies both the advantages and drawbacks of 2PC, highlighting blocking
scenarios when coordinators crash, as well as alternatives such as
three-phase commit which seek to mitigate those problems. However, the
complexities in implementing multi-node distributed transactions without

transactional consistency lead to operational burdens.

Kleppmann's exploration continues with alook at various consensus
algorithms, such as Paxos and Raft, stressing their role in ensuring
correctness and fault tolerance in distributed systems. These algorithms
enable nodes to agree on decisions without a singular point of failure,

overcoming some limitations inherent in simpler systems that rely on
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manual failover or asingle leader. Consensus is characterized by essential
properties: uniform agreement, integrity, validity, and termination, all

critical to the functionality of these algorithms.,

The chapter concludes by discussing tools like ZooK eeper and etcd, which
facilitate consensus and provide essential services such as leader election
and failure detection in arobust manner. These services share similar
foundational features, enhancing reliability and functionality in distributed

architectures.

Ultimately, this chapter represents a comprehensive viewpoint on the
principles of consistency and consensus, encapsulating the theoretical
underpinnings interwoven with practical implications and challenges faced
in designing data-intensive applications. By the end of Chapter 9, readers
grasp the significance of these concepts and their applications in building
effective, fault-tolerant distributed systems.

1. Fault-Tolerant M echanisms Distributed systems must cope with
potential errors and failures, utilizing protocols to maintain functionality.
2. Consensus Abstractions Key for node agreement, essential for
maintaining integrity within distributed applications.

3. Consistency Guar antees. Starting from eventual consistency and
moving to linearizability, these models define how systems manage

replicated data.
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4. Linearizability vs. Serializability: Linearizability deals with operation
ordering, while serializability focuses on transaction isolation for multiple
operations.

5. Two-Phase Commit and Issues A predominant method for ensuring
atomicity in distributed transactions but susceptible to blocking conditions.
6. Consensus Algorithms: Including Paxos and Raft, these devise a way
for systems to agree on values and decisions while handling faults.

7. Practical Coordination Services ZooKeeper and etcd showcase how
consensus aids in leadership and coordination across distributed

architectures.

Key Concept Description

Fault-Tolerant
Mechanisms

Consensus
Abstractions

Consistency
Guarantees

Linearizability
VS.
Serializability

Two-Phase
Commit and
Issues

Consensus
Algorithms

Practical

More Free Book

Distributed systems must cope with potential errors and failures,
utilizing protocols to maintain functionality.

Key for node agreement, essential for maintaining integrity within
distributed applications.

Starting from eventual consistency and moving to linearizability,
these models define how systems manage replicated data.

Linearizability deals with operation ordering, while serializability
focuses on transaction isolation for multiple operations.

A predominant method for ensuring atomicity in distributed
transactions but susceptible to blocking conditions.

Including Paxos and Ratft, these devise a way for systems to agree
on values and decisions while handling faults.

ZooKeeper and etcd showcase how consensus aids in leadership
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Key Concept Description

Coordination

: and coordination across distributed architectures.
Services
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Critical Thinking

Key Point: Consensus Abstractions

Critical Interpretation: Imagine navigating through the complexities of
your daily life, where every decision and action requires the agreement
of those around you. Much like a distributed system, your
relationships and interactions can encounter disagreements and
misunderstandings. In Chapter 9, the focus on consensus abstractions
inspires you to prioritize clarity and communication in your
engagements, ensuring that everyone shares a mutual understanding of
goals and intentions. By fostering an environment where consensus is
valued, you can create a stronger sense of teamwork, minimizing
conflicts and enhancing harmony in your personal and professional
relationships.
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Chapter 11 Summary: Part I11. Derived Data

In Part 11 of "Designing Data-Intensive Applications,” Martin Kleppmann
delves into the complex landscape of derived data and the integration of
multiple data systems. As applications grow in complexity, it becomes
evident that relying on a single database is often insufficient. A typical
application requires access to various data sources, necessitating the use of
assorted datastores, caches, indexes, and analytics systems. The process of
moving data between these systems becomes crucial, highlighting a critical
aspect of system-building that is frequently overlooked by vendors claiming
their systems can fulfill al needs.

The discussion categorizes data systems into two main types. systems of

record and derived data systems.

1. The system of record, or source of truth, serves as the authoritative
holder of data. WWhen new information, such as user input, emerges, it is
initially recorded here. This system ensures that each fact is represented
uniquely and typically in anormalized format. Any discrepancies with other
systems default to the values in the system of record, reinforcing itsrole as

the definitive data source.

2. Derived data systems, on the other hand, involve the transformation

or processing of existing data from a system of record to create new
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datasets. These systems are essential for improving read query performance,
even though they introduce redundancy by duplicating existing information.
Examples of derived data include caches that enable quicker access,
denormalized values, indexes, and materialized views. In recommendation
systems, predictive summaries derived from usage logs exemplify derived
data. While derived data can be recreated from the original source if lost, its

efficient useis critical for optimal application performance.

Understanding the distinction between systems of record and derived datais
pivotal, asit clarifies the data flow across an application. This understanding
helps identify the input and output dynamics and the interdependencies
between various system components. It is essential to note that most
databases and storage engines do not inherently fit into one category or the
other; rather, it is the application's specific implementation and usage that

determine thair classification.

Kleppmann emphasizes that this clear distinction aids in navigating the
often-complicated architecture of data systems. The themes established in
this chapter will be revisited throughout Part 111, as the exploration continues
into the techniques and principles relevant to handling dataasit flowsin
processing landscapes, from batch-oriented systems like MapReduce to
real-time streaming scenarios and beyond. The subsequent chapters promise
to offer insights into building reliable, scalable, and maintainable

applications in future landscapes, making this understanding of data systems
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both timely and essential.
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Chapter 12: Batch Processing

The twelfth chapter of "Designing Data-Intensive Applications" explores the
essential concept of batch processing in data systems. While much data
processing focuses on responsive, interactive online systems (services), this
chapter delves into batch processing systems, which handle large volumes of

data over extended periods without user intervention.

1. <strong>Types of Systems</strong>: The chapter categorizes systems into
three main types: online systems (services), which respond to user requests,
batch processing systems, which manage large data sets and do not require
immediate feedback; and stream processing systems, which process datain
near-real-time. Each system type has its unique performance metrics and use

cases.

2. <strong>Historical Context of Batch Processing</strong>: Batch
processing has along-standing history, predating digital computers with
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Chapter 13 Summary: Stream Processing

In Chapter 11 of "Designing Data-Intensive Applications,” Martin
Kleppmann introduces the concept of stream processing, highlighting its
evolution from traditional batch processing methods discussed in Chapter
10. Stream processing is essential for managing and analyzing the
unbounded streams of datathat are generated continuously in real-time,

unlike the finite datasets typically handled by batch processing.

1. Differences Between Batch and Stream Processing Batch processing
analyzes fixed-size collections of data, which limitsits timeliness and
responsiveness. In contrast, stream processing allows for continuous input
and output, enabling immediate reactions to incoming data events. This shift
necessitates a new approach to data representation and processing, as

unbounded streams do not have a definitive end.

2. Streaming Data Concepts Stream processing handles events, defined

as immutabl e records with timestamps that represent significant occurrences
over time. Thisincludes user actions, system measurements, and data
changes. It utilizes message brokers for efficient real-time communication
between data producers (publishers) and consumers (subscribers). This
model must address challenges such as message reliability, ordering, and
processing speed while alowing for multiple consumers to access the same
data efficiently.
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3. Event Stream Transmission Unlike batch processing, where files are
read linearly, stream processing can involve multiplex communication,
typically through pub-sub platforms and messaging systems. Key attributes
include performance considerations for when producers outpace consumers,
including message buffering, retries, and potential data loss. The focus on

durability versus speed in processing strategiesis paramount.

4. M essage Broker | mplementation: Various message brokers, including
AMQP and IMS, facilitate the reliable transmission of messages. They
differ in their strategies for handling message loss, consumer failures, and
message ordering. Advanced brokers like Apache Kafka introduce log
structures that allow data to be replayed, enabling high-throughput

processing by partitioning event streams.

5. State Management in Stream Processing. Efficient handling of state
acrosstimeisvital in stream processing. Techniques such as windowing
(e.g., tumbling, hopping, sliding, and session windows) allow for
aggregations and transformations of the data within specified temporal
boundaries. This enables the system to draw insights from vast and

continually updating streams.

6. Complex Event Processing (CEP): CEP systems enhance stream

processing by analyzing patterns within events, allowing organizations to
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identify significant occurrences or trendsin real time. This contrasts with
traditional analytics methods, focusing on fast correlation and pattern

recognition.

7. Stream Joins. Joinsin stream processing can involve different
streams or tables. Stream-stream joins correlate events within atime
window, stream-table joins enrich a stream with additional data, and
table-table joins create materialized views that represent composite states
from ongoing data streams. The order in which these joins process events

can significantly affect outcomes.

8. Fault Tolerance and System Resilience Stream processing

frameworks must implement fault tolerance methods that differ from batch
processes due to their real-time nature. Techniques such as micro-batching,
checkpointing, and leveraging idempotent operations ensure that the systems

can recover gracefully from failures without data loss or duplication.

9. Conclusionson Event Streams and Databases Stream processing
capitalizes on the growing trend of maintaining synchronicity between
databases and live data feeds, known as change data capture (CDC),
enhancing the relevance and responsiveness of applications. This leads to
powerful use cases where systems can adapt in real time, derive insights, and

maintain continuous operational efficiency.
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In summary, Kleppmann illustrates how stream processing fundamentally
transforms the landscape of data-intensive applications. It embraces the
complexities of real-time data management, offering robust frameworks to
navigate the intricacies of continuous data flows, fault tolerance, and state
management, paving the way for modern applications to thrive amidst

ever-increasina data velocitv and volume.

Concept

Differences
Between Batch
and Stream
Processing

Streaming Data
Concepts

Event Stream
Transmission

Message Broker
Implementation

State
Management in
Stream
Processing

Complex Event
Processing
(CEP)

Stream Joins
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Description

Batch processing analyzes fixed data collections, limiting
timeliness. Stream processing allows continuous data input/output,
enabling immediate responses to data events.

Stream processing handles immutable records with timestamps
(events), using message brokers for real-time communication,
facing challenges like reliability and processing speed.

Stream processing uses multiplex communication (pub-sub
systems) with performance considerations like buffering and retries;
emphasizes durability vs. speed.

Message brokers like AMQP and JMS ensure reliable message
transmission and differ in loss handling. Advanced brokers like
Kafka allow for data replay via log structures.

Utilizes techniques like windowing to manage state over time,
allowing for data aggregation and transformation within specific
temporal bounds.

CEP analyzes event patterns for real-time insights, contrasting with
traditional analytics through fast correlation and pattern recognition.

Joins can be stream-stream, stream-table, or table-table, affecting
outcomes significantly based on the processing order of events.



https://ohjcz-alternate.app.link/mUs2mMTyRRb

Concept

Fault Tolerance
and System
Resilience

Conclusions on
Event Streams
and Databases
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Description

Frameworks must implement fault-tolerance methods (e.g.,
micro-batching, checkpointing) to recover from failures without data

loss or duplication.

Stream processing enhances synergies between databases and
live data feeds (CDC), leading to applications that adapt in real-time
for operational efficiency.
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Best Quotes from Designing Data-intensive Applications
by Martin Kleppmann with Page Numbers

Chapter 1| Quotesfrom pages 23-46

1. The Internet was done so well that most people think of it as a natural resource like
the Pacific Ocean, rather than something that was man-made.

2. Many applications today are data-intensive, as opposed to compute-intensive.

3. A data-intensive application is typically built from standard building blocks which
provide commonly needed functionality.

4. When building an application, most engineers wouldn’t dream of writing a new data
storage engine from scratch, because databases are a perfectly good tool for the job.

5. There are many factors that may influence the design of a data system, including the
skills and experience of the people involved, legacy system dependencies, the
time-scale for delivery, and your organization’s tolerance of different kinds of risk.

6. Reliability means making systems work correctly, even when faults occur.

7. Scalability isthe term we use to describe a system’ s ability to cope with increased
load.

8. Good operability means making routine tasks easy, allowing the operations team to
focus their effort on high-value activities.

9. Simplicity should be akey goal for the systems we build.

10. The ease with which you can modify a data system, and adapt it to changing

requirements, is closely linked to its simplicity and its abstractions.

Chapter 2 | Quotes from pages 47-88
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1. Data models are perhaps the most important part of devel oping software, because
they have such a profound effect: not only on how the software is written, but also hc
we think about the problem that we are solving.

2. Building software is hard enough, even when working with just one data
model, and without worrying about its inner workings.

3. Each layer hides the complexity of the layers below it by providing a
clean data model.

4. Some kinds of usage are easy and some are not supported; some
operations are fast and some perform badly.

5. It'simportant to choose a data model that is appropriate to the application.
6. Different applications have different requirements, and the best choice of
technology for one use case may well be different from the best choice for
another use case.

7. Relational databases turned out to generalize very well, beyond their
original scope of business data processing, to a broad variety of use cases.

8. Every electric circuit has a certain impedance on its inputs and outputs.
An impedance mismatch can lead to signal reflections and other troubles.

9. The main arguments in favor of the document data model are: for some
applicationsit is closer to the data structures used by the application, schema
flexibility, and better performance due to locality.

10. One model can be emulated in terms of another model, but the result is

often awkward.

Chapter 3 | Quotesfrom pages 89-128
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1. Wer Ordnung hélt, ist nur zu faul zum Suchen.

2. In order to tune a storage engine to perform well on your kind of
workload, you need to have arough idea of what the storage engine is doing
under the hood.

3. Well-chosen indexes speed up read queries, but every index slows down
writes.

4. Anindex is an additional structure that is derived from the primary data.
5. An append-only log seems wasteful at first glance: why don’t you update
the file in place, overwriting the old value with the new value?

6. Datais extracted from OL TP databases, transformed into an
analysis-friendly schema, cleaned up, and then loaded into the data
warehouse.

7. The difference between OLTP and OLAP is not always clear-cut, but
some typical characteristics arelisted in Table 3-1.

8. Column-oriented storage is a promising solution for high-performance
analytic queries.

9. Data cubes alow certain queries to become very fast, because they have
effectively been pre-computed.

10. If you' re armed with this knowledge about the internals of storage
engines, you are in amuch better position to know which tool is best suited

for your particular application.
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Chapter 4 | Quotes from pages 129-162

1. "Everything changes and nothing stands still." —Heraclitus of Ephesus, As quoted
by Plato in Cratylus (360 BC)

2. "We should aim to build systems that make it easy to adapt to change.”

3. "Backward compatibility is normally not hard to achieve: as author of the newer
code, you know the format of data written by older code.”

4. "Forward compatibility can betrickier, because it requires older code to ignore
additions made by a newer version of the code."

5. "In alarge application, code changes often cannot happen instantaneously."”

6. "Rolling upgrades allow new versions to be released without downtime and make
deployments less risky."

7. "Most databases avoid rewriting data into a new schema if possible; this observation
IS sometimes summed up as ‘data outlives code.™

8. "The schemais a valuable form of documentation, and because the schemais
required for decoding, you can be sure that it is up-to-date.”

9. "With abit of care, backward/forward compatibility and rolling upgrades are quite
achievable."

10. "May your application’s evolution be rapid and your deployments be frequent.”

Chapter 5| Quotes from pages 163-166

1. For a successful technology, reality must take precedence over public relations, for
nature cannot be fooled.

2. If your application needs to continue working, even if one machine (or several
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machines, or the network, or an entire datacenter) goes down, you can use multiple
machines to give you redundancy.

3. You can potentially distribute data across multiple geographic regions,
and thus reduce latency for users and potentially be able to survive the loss
of an entire datacenter.

4. No specia hardware is required by a shared-nothing system, so you can
use whatever machines have the best price/performance ratio.

5. While a distributed shared-nothing architecture has many advantages, it
usually also incurs additional complexity for applications.

6. The database cannot magically hide these from you.

7. These are separate mechanisms, but they often go hand in hand.

8. Each node uses its CPUs, RAM and disks independently.

9. With ‘cloud’ deployments of virtual machines, you don’t need to be
operating at Google scale: even for small companies, a multi-region
distributed architecture is now feasible.

10. A simple single-threaded program can perform significantly better than a

cluster with over 100 CPU cores.

Chapter 6 | Quotes from pages 167-212

1. "Replication means keeping a copy of the same data on multiple machines that are
connected via a network."

2. "To keep data geographically close to your users (and thus reduce latency);"

3. "To alow the system to continue working even if some parts of the system have

failed (and thus increase availability);"
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4. "To scale out the number of machines that can serve read queries (and thus increas
read throughput)."

5. "If the data that you'’ re replicating does not change over time, then
replication is easy."

6. "All of the difficulty in replication lies in handling changes to replicated
data."

7. "Every write to the database needs to be processed by every replica,
otherwise the replicas would no longer contain the same data."

8. "The most common solution for thisis called leader-based replication... It
works as follows: One of the replicasis designated the leader."

9. "Handling afailure of the leader istrickier: one of the followers needs to
be promoted to be the new leader... This processis called failover."

10. "There are many trade-offs to consider with replication: for example,
whether to use synchronous or asynchronous replication, and how to handle

failed replicas.”
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Chapter 7| Quotes from pages 213-234

1. "Clearly, we must break away from the sequential and not limit the computers. We
must state definitions and provide for priorities and descriptions of data. We must state
relationships, not procedures.” —Grace Murray Hopper, Management and the
Computer of the Future (1962)

2. "The main reason for wanting to partition datais scalability. Different partitions can
be placed on different nodes in a shared-nothing cluster.”

3. "If every node takes afair share, then — in theory — ten nodes should be able to
handle ten times as much data and ten times the read and write throughput of asingle
node."

4."If the partitioning is unfair, so that some partitions have more data or queries than
others, we call it skewed. This makes the partitioning much less effective.”

5. "A good hash function takes skewed data and makes it uniformly distributed.”

6. "With partitioning, every partition operates mostly independently — that’ s what
allows a partitioned database to scale to multiple machines."

7. "The advantage of a global (term-partitioned) index over a document-partitioned
index isthat it can make reads more efficient."

8. "Rebalancing is usually expected to meet some minimum requirements:. after
rebalancing, the load should be shared fairly between the nodesin the cluster.”

9. "Everything we discussed in Chapter 5 about replication of databases applies equally
to replication of partitions."

10. "Perhaps in future, data systems will be able to automatically detect and compensate

for skewed workloads, but for now, you need to think through the trade-offs for your
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own application.”

Chapter 8| Quotes from pages 235-286

1. "To bereliable, asystem has to deal with these faults, and ensure that they don’t
cause catastrophic failure of the entire system."

2. "Transactions are not alaw of nature; they were created with a purpose, namely in
order to simplify the programming model for applications accessing a database."

3. "A large class of errorsis reduced down to a simple transaction abort, and the
application just needs to try again."

4. "Without transactions, it becomes very difficult to reason about the effect that
complex interacting accesses can have on the database."

5. "Not all applications are susceptible to all those problems; an application with very
simple access patterns can probably manage without transactions.”

6. "The truth is not that simple: like every other technical design choice, transactions
have advantages and limitations."

7. "lsolation levels are hard to understand, and inconsistently implemented in different
databases."

8. "It swise to take any theoretical ‘guarantees’ with a healthy grain of salt."

9. "Many NoSQL systems abandoned transactions in the name of scalability,
availability and performance.”

10. "To understand this, we need to look at the options for implementing serializability,

and how they perform.”

Chapter 9| Quotes from pages 287-332
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1. A recurring theme in the last few chapters has been to discuss how systems handle
things going wrong.

2. Even though we have talked alot about faults, the last few chapters have
still been too optimistic.

3. Thereality is even darker. We will now turn our pessimism to the
maximum, and assume that anything that can go wrong will go wrong.

4. In adistributed system, there may well be some parts of the system that
are broken in some unpredictable way, even though other parts of the system
are working fine.

5. In distributed systems, we try to build tolerance of partial failuresinto
software, so that the system as a whole may continue functioning, even
when some of its constituent parts are broken.

6. It isimportant to consider a wide range of possible faults — even fairly

unlikely ones
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Chapter 10 | Quotes from pages 333-396

1. "Isit better to be alive and wrong or right and dead?' — Jay Kreps

2. "The best way of building fault-tolerant systemsis to find some general-purpose
abstractions with useful guarantees, implement them once, and then let applications rely
on those guarantees.”

3. "Even though crashes, race conditions and disk failures do occur, the transaction
abstraction hides those problems so that the application doesn’'t need to worry about
them."

4. "Consensusis one of the most important and fundamental problemsin distributed
computing.”

5. "Although consensus is so important, the topic is quite subtle, and appreciating the
subtleties requires some prerequisite knowledge.”

6. "Achieving consensus means getting several nodes to agree on something in away
that all nodes agree what was decided, and such that the decision isirrevocable.”
7."I1f you don’t care about fault tolerance, then satisfying the first three propertiesis
easy: you can just hard-code one node to be the 'dictator'... However, if that one node
fails, then the system can no longer make any decisions.”

8. "The process by which nodes vote on proposals before they are decided is a kind of
synchronous replication.”

9. "Consensus algorithms are a huge breakthrough for distributed systems: they bring
concrete safety properties (agreement, integrity, and validity) to systems where
everything else is uncertain, and they nevertheless remain fault-tolerant.”

10. "If you find yourself wanting to do one of those things that is reducible to
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consensus, and you want it to be fault-tolerant, then it is advisable to use something |

ZooK eeper.”

Chapter 11 | Quotes from pages 397-398

1. Inreality, integrating disparate systems is one of the most important things that needs
to be done in anon-trivial application.

2. A system of record holds the authoritative version of your data. When new data
comesin... it isfirst written here.

3. Derived data systems are the result of taking some existing data from another system
and transforming or processing it in some way.

4. If you lose derived data, you can re-create it from the original source.

5. Denormalized values, indexes and materialized views are examples of derived data.
6. It is often essential for getting good performance on read queries.

7. The distinction between system of record and derived data system depends not on the
tool, but on how you use it in your application.

8. By being clear about which datais derived from which other data, you can bring
clarity to an otherwise confusing system architecture.

9. Most databases, storage engines and query languages are not inherently a system of
record or aderived system.

10. This point will be arunning theme throughout Part 111 of this book.

Chapter 12 | Quotes from pages 399-446

1. A system cannot be successful if it istoo strongly influenced by a single person.
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Oncetheinitial design is complete and fairly robust, the real test begins as people wi
many different viewpoints undertake their own experiments.

2. Batch processing is an important building block in our quest to build
reliable, scalable and maintainable applications.

3. The Unix philosophy encourages experimentation by being very explicit
about dataflow: a program reads its input and writes its outpui.

4. The most obvious choice might be to use the client library for your
favorite database directly within a mapper or reducer, and to write from the
batch job directly to the database server, one record at atime. This will
work... but it isabad idea.

5. If you want... to do anew job, build afresh rather than complicate old
programs by adding new ‘features.

6. Make each program do one thing well. Expect the output of every
program to become the input to another, as yet unknown, program.

7. The fact that these very different things can share a uniform interface, so
they can easily be plugged together, is actually quite remarkable.

8. The handling of output from MapReduce jobs follows a similar
philosophy. By treating inputs as immutable and avoiding side-effects, batch
jobs not only achieve good performance, but also become much easier to
maintain.

9. In fact, Hadoop opened up the possibility of indiscriminately dumping
datainto HDFS, and only later figuring out how to processit further.

10. If you have HDFS and MapReduce, you can build a SQL query

execution engine on top of it, and indeed thisis what the Hive project did.
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Chapter 13 | Quotes from pages 447-491

1. A complex system that worksisinvariably found to have evolved from asimple
system that works.

2. The problem with daily batch processesis that changesin the input are only reflected
in the output aday later, which istoo slow for many impatient users.

3. Inreadlity, alot of datais unbounded because it arrives gradually over time: your
users produced data yesterday and today, and they will continue to produce more data
tomorrow.

4. Unless you go out of business, this process never ends, and so the datais never
‘complete’ in any meaningful way.

5. When moving towards continual processing with low delays, polling becomes
expensive if the datastore is not designed for this kind of usage.

6. To reduce the delay, we can run the processing more frequently — say, processing a
second’ s worth of data at the end of every second — or even continuously.

7. In principle, afile or database is sufficient to connect producers and consumers: a
producer writes every event that it generates to the datastore.

8. High-speed appends are the only way to change the log.

9. Immutable events al so capture more information than just the current state.

10. By separating mutable state from the immutable event log, you can derive severa

different read-oriented representations from the same log of events.



Designing Data-intensive Applications Discussion
Questions

Chapter 1| Reliable, Scalable and Maintainable Applications| Q& A

What arethe three main goals of data-intensive applications discussed in Chapter
1?

The three main goals of data-intensive applications discussed in Chapter 1 are: 1)
Reliability - the system must continue to work correctly even in the face of faults; 2)
Scalahility - the system should be able to cope with increased load, whether in terms of
data volume, traffic volume, or complexity; and 3) Maintainability - the system should
be structured in away that facilitates easy collaboration for future engineers and

operators, enabling them to adapt and modify the system efficiently.

How doesthe author differentiate between faultsand failures?

The author differentiates between faults and failures by defining afault as a defect
within a component of the system that deviates from its specification, whereas afailure
occurs when the entire system stops providing the expected service to the user.
Therefore, while faults are inherent to the components, failures are the user-visible
consequences of those faults, and systems are designed to cope with faults to prevent

them from leading to failures.

Explain the significance of fault tolerance as described in the chapter.
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Fault tolerance is significant because it allows a system to continue operating correct
even when faults occur. The chapter emphasizes that while it isimpossible to preven
al faults, designing systems that anticipate and cope with certain faultsis crucial for
maintaining service availability and reliability. Fault tolerance techniques, such as

redundancy and error detection, are highlighted as fundamental components of resili¢

systems that can handle unexpected issues without impacting user experience.

What challenges do system ar chitects face when ensuring scalability
based on the discussion in the chapter?

System architects face several challenges when ensuring scalability,
including: 1) Describing load parameters accurately, as different applications
may have varying architecture and scalability requirements; 2) Balancing
resource allocation when increased load occurs, which requires deciding
whether to scale up (vertical scaling) or scale out (horizontal scaling); 3)
Designing architectures that can handle diverse operational loads without
redesigning the entire system; and 4) Anticipating future scalability needs

without over-engineering or creating unnecessary complexity.

According to Chapter 1, how can maintainability beimproved in
softwar e systems and what arethe key principles?

Maintainability can be improved in software systems by focusing on three
key principles: 1) Operability - making it easy for operations teams to

monitor and maintain the system's health; 2) Simplicity - removing
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complexity from the system to ensure it is understandable and manageable,
facilitating easier modifications; and 3) Evolvability - enabling the system to
adapt to changing requirements and use cases without extensive difficulties.
Together, these principles provide aframework for developing software that

IS robust and can evolve with business needs.

Chapter 2 | Data Modelsand Query Languages | Q& A

What arethe key responsibilities of data modelsin softwar e development as
described in this chapter?

Data models are critical in software development as they shape how problems are
conceptualized and how the software is structured. They influence application code,
data representation, and query mechanisms, thus affecting the software's functionality
and efficiency. Data models provide abstraction layers that simplify complexity for
devel opers, alowing them to focus on application logic rather than underlying data

complexities.

What distinctions are made between relational databases and document databases
in terms of data representation?

The chapter highlights that relational databases store data in structured tables and use
SQL for data manipulation, whereas document databases, such as those using JSON or
XML, encapsulate data in self-contained documents that can hold nested structures.

This allows document databases to manage hierarchical data more intuitively,
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increasing locality and potentially reducing the complexity of dataretrieval. Howeve
document databases may struggle with many-to-many relationships and require

application-side code for tasks typically managed within relational databases.

What is meant by 'impedance mismatch' in the context of relational
databases and obj ect-oriented programming?

| mpedance mismatch refers to the disconnect between the object-oriented
programming model used in application code and the relational model in
databases. This occurs when devel opers need to trandlate data between the
two models, as objects in programming languages do not translate directly to
tables and columnsin relational databases. This discrepancy necessitates
additional code (such as object-relational mapping frameworks) to facilitate
the interaction between the two, which can introduce complexity and

inefficiency.

What arethedriving factors behind the adoption of NoSQL databases
in recent years?

The chapter outlines several reasons for the increasing use of NoSQL
databases, including the need for greater scalability to handle large datasets
and high write throughput, a preference for open-source solutions over
commercial products, the need for specialized queries that relational models
do not efficiently support, and frustration with the rigidity of relational

schemas. This trend reflects adiversification in the types of data storage
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technol ogies needed to meet varying application requirements.

How do declar ative query languages differ from imper ative ones, and
what advantages do they offer?

Declarative query languages, such as SQL, allow users to specify what data
they want without needing to detail how to retrieve it, leaving execution
details to the database's query optimizer. This contrasts with imperative
languages, where the programmer specifies a sequence of commands to be
executed. Declarative languages are typically more concise and easier to
write, promote cleaner abstractions, and offer better opportunities for

performance optimizations, especially for parallel execution.

Chapter 3| Storage and Retrieval | Q& A

What arethetwo primary functionsthat a database must perform according to
Chapter 3 of 'Designing Data-I ntensive Applications ?

A database must perform two primary functions. storage and retrieval. When datais
provided to the database (through the application devel oper), it must be stored
efficiently so that when the datais requested later, the database can retrieve it quickly

and accurately.

How do the perfor mance characteristics of transactional workloads differ from

those of analytics workloads in database stor age engines?
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Transactional workloads (OLTP) are characterized by a high volume of queries that
involve fetching a small number of records by key, which requires low-latency read :
write capabilities. In contrast, analytics workloads (OLAP) typically require scanning
large number of records to compute aggregate statistics, which leads to afocus on
efficient read operations often using column-oriented storage. Transactional systems
need to optimize for fast access and update operations, while analytical systems

optimize for disk bandwidth and efficient reading of large data sets.

What isthe significance of using indexesin databases as discussed in
this chapter?

Indexes are critical for improving the performance of data retrieval
operations. They act as metadata repositories that help locate data efficiently,
significantly speeding up lookup times compared to scanning entire datasets.
However, indexes also introduce overhead for write operations, as they must
be updated with every change in the data. The decision about which indexes

to use is thus important for optimizing read versus write performance.

Explain the concept of log-structured storage engines and how they
oper ate compar ed to update-in-place storage engines.

L og-structured storage engines, such as L SM-trees, store datain an
append-only manner. They efficiently handle write operations by appending
new datato alog and later merging these logs to eliminate duplicate or

obsolete data. This contrasts with update-in-place engines like B-trees,
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which modify existing data directly on disk. Log-structured storage enables
high performance for write-heavy workloads by minimizing random write
operations, while update-in-place engines are better suited for workloads

with frequent key updates.

What arethe primary characteristics and advantages of using
column-oriented storage for analytical workloads?

Column-oriented storage organizes data by columns instead of rows. This
layout allows analytical queriesto read only the necessary columns, leading
to significant performance improvements by reducing data load from disk
and enabling better compression techniques. Additionally, column storage
enhances CPU cache efficiency and supports effective data aggregation and
filtering. It is particularly beneficial in large-scale data warehouses where
gueries often require processing vast amounts of data across many rows but

only afew columns,
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Chapter 4 | Encoding and Evolution | Q& A

What isthe significance of schema evolution in data systems?

Schema evolutionis crucial asit allows applications and databases to adapt to changes
in requirements without breaking existing functionality. It supports two essential types
of compatibility: backward compatibility, where newer code can read data written by
older code, and forward compatibility, where older code can tolerate data written by
newer versions. Thisdua compatibility isvital for maintaining the integrity and
usability of data over time, particularly in environments where multiple application

Versions coexist.

How do different data encoding for matslike JSON, XML, Thrift, and Protocol
Buffers handle changesin data schema?

Different data encoding formats have varying degrees of support for schema changes.
JSON and XML are textual formats that offer schema flexibility but may lack strict
validation. However, they can experience ambiguities, especially with data types. Thrift
and Protocol Buffers, on the other hand, are schema-driven binary formats. They assign
unigue numerical tags to each field in the schema, allowing for easy addition of
optional fields without breaking backward compatibility. In contrast, Avro definesits
structure using schema definitions but does not rely on field tags, making it more

dynamic but requiring compatibility checks between reader and writer schemas.
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What challenges arise with backward and forward compatibility when a database
schema is updated?

Updating a database schema presents challenges such as ensuring that old

data can still be read and understood by new applications (backward
compatibility) and that new data written by updated applications can be

correctly processed by older versions (forward compatibility). This situation

Is complicated by the potential for ongoing data manipulation by both old

and new applications simultaneously, which can lead to dataloss if unknown
fields are not preserved during updates. To mitigate these risks, careful

control over data encoding and schema design is necessary.

Why are binary encoding formats like Protocol Buffersand Avro
preferred over textual formatslike JSON and XML in many
applications?

Binary encoding formats like Protocol Buffers and Avro provide several
advantages over textual formats. They are generally more compact, meaning
they consume less storage space and require less bandwidth for transmission.
They aso facilitate faster encoding and decoding processes due to their
compact byte-oriented design. Additionally, these formats come with formal
schema definitions that enhance data integrity and enable robust versioning,
which is crucia for maintaining backward and forward compatibility,
particularly in distributed systems where components may evolve

independently.
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In the context of data interchange, what are the implications of using a
schema-less format like JSON compared to a schema-driven format like
Avro?

Using a schema-less format like JSON allows for greater flexibility asit
doesn't enforce arigid structure, enabling rapid prototyping and easier
integration across varied systems. However, this flexibility can lead to
ambiguities in data types and varying interpretations across applications,
which can result in compatibility issues. Conversely, schema-driven formats
like Avro provide strict definitions that help maintain data integrity and
compatibility during schema evolution. This means that while Avro requires
more initial setup (defining schemas), it ultimately supports a safer and more
stable data interchange process, preventing potential conflicts that may arise

from the use of multiple, evolving systems.

Chapter 5| Part Il. Distributed Data | Q& A

What arethe primary reasonsfor distributing a database acr oss multiple
machines as discussed in Chapter 5?

The primary reasons for distributing a database across multiple machines include:

1. **Scalability**: Distributing data allows handling larger data volumes and heavier
read/write |oads than a single machine can handle.

2. **Fault tolerance/High availability**: Having multiple machines ensures that if one
fails, the application can still function as other machines can take over, providing

redundancy.
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3. **Latency**: Distributed databases can serve users from geographically closer

locations, reducing response times and network latency.

What ar e the differences between vertical scaling and horizontal scaling
in the context of database ar chitectures?

Vertical scaling, also called scaling up, involves upgrading a single machine
by adding more CPUs, RAM, or disksto handle increased load. This
approach, while straightforward, may lead to super-linear costs and limited
fault tolerance, asit confines the machine to a single geographic location. In
contrast, horizontal scaling, or scaling out, refers to adding more machines
to distribute the load across multiple nodes. Each node operates
independently, which can enhance fault tolerance, facilitate geographic

distribution, and often provide better price/performance ratios.

What arethe limitations of shared-memory and shar ed-disk

ar chitectures as mentioned in Chapter 5?

The shared-memory architecture faces limitations due to cost inefficiencies
(super-linear costs) and the inability to handle loads linearly. It islimited to
a single geographic location, thus presenting challenges in fault tolerance.
Meanwhile, shared-disk architectures, which allow multiple machines to
share disk storage, face scalability issues due to contention and overhead
from locking mechanisms, making them less desirable compared to

shared-nothing architectures.
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Can you explain the concept of shared-nothing architectures and why
they are popular in modern distributed systems?

Shared-nothing architectures involve multiple machines where each node
has its own CPUs, RAM, and disks, and data coordination happens at the
software level via network communication. This approach is popular
because it does not require special hardware, allowing for flexible and
cost-efficient scaling. It supports geographic distribution, reduces latency,
and enhances fault tolerance, which makes it a strong choice for modern

applications, even for smaller companies leveraging cloud technologies.

What two common methods of data distribution are discussed in
Chapter 5, and how do they differ?

The two common methods of data distribution discussed are;

1. **Replication**: Thisinvolves creating copies of the same data across
multiple nodes. It enhances data availability and redundancy, allowing
applications to serve requests even if some nodes are down. It can also
improve performance by spreading read requests across replicas.

2. **Partitioning**: Thisisthe process of dividing alarge database into
smaller, manageabl e subsets known as partitions, which can be assigned to
different nodes (often referred to as sharding). While replication and
partitioning can complement each other, they serve distinct purposes:
replication focuses on redundancy and availability, whereas partitioning is

about dividing workloads to optimize performance.
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Chapter 6 | Replication | Q& A

What arethe key motivations behind using data replication in systems?
Datareplication is primarily motivated by three key factors:

1. **Geographical proximity**: Replicating datato keep it closer to users helps reduce
latency, leading to faster access times and improved user experience.

2. **Fault tolerance and availability** : Replication allows the system to maintain
operational integrity even when some nodes fail. Thisincreases overall system
availability because other replicas can handle requestsif onefails.

3. **Scaling read throughput**: By distributing read requests across multiple replicas,
systems can enhance their ability to process simultaneous read queries, effectively

improving read throughpui.

What arethe primary differences among single-leader, multi-leader, and leader less
replication models?

The models differ primarily in how they handle writes, conflict resolution, and data
consistency:

1. **Single-leader replication**: One node acts as the leader, where all writes occur.
The leader then updates its followers asynchronously. While easy to implement, it risks
losing writes if the leader fails before they are replicated.

2. **Multi-leader replication**: Multiple nodes can accept writes, creating a
configuration where each acts as a leader to one another, sending updates back and

forth. This provides better availability but introduces complexitiesin conflict
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resolution, as concurrent writes can lead to conflicting states.

3. **Leaderless replication** : Clients can write to any replica, and reads occur from

multiple replicas. Thismodel alowsfor high availability and low latency. However,

complicates consistency management, requiring sophisticated mechanisms to resolve

conflicts and ensure that stale data is corrected.

What arethe trade-offs between synchronous and asynchronous
replication?

Synchronous replication guarantees that changes are propagated to all
replicas before the client is notified that the write was successful. This
ensures strong consistency, as all replicas will reflect the same data state in
case of aleader failure. The downsideisthat it can significantly slow down
write operations, as clients must wait for confirmation from all followers.
Asynchronous replication, while allowing for faster write responses by not
waiting for follower confirmations, poses the risk of losing updates if the
leader fails and some writes have not yet been propagated. This can result in

followers containing stale data for an indeterminate period.

Can you explain what 'eventual consistency' isand itsimplications for
read operationsin replicated systems?

Eventual consistency is aconsistency model used in distributed systems that
allows replicas to become inconsistent temporarily. Under this model, if no

new updates are made to a given piece of data, eventually all accesses to that
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datawill return the last updated value, ensuring that all replicas converge to
the same state over time. The implication for read operationsis significant:
clients might read stale or outdated information if they access followers that
haven't yet received the latest updates from the leader. For applications
requiring real-time data accuracy (like banking systems), eventual

consistency might need to be augmented with stronger consistency models.

What strategies can be employed to handlereplication conflictsin
multi-leader and leaderless systems?

To handle replication conflicts in these systems, various strategies can be
implemented:

1. **Conflict resolution algorithms**: Systems can apply rules like 'last
write wins (LWW) to discard older writes, though this risks data | oss.

2. **Versioning**: Implementing version numbers or timestamps for each
write can help identify which update should take precedence.

3. **Merging values**: Instead of discarding updates, systems can merge
concurrent writes, preserving al changes and implementing logic to cleanly
combine conflicting changes.

4. ** Application-level logic**: Developers may implement specific
application-side rules for resolving conflicts, ensuring appropriate business

logic governs data consistency.
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Chapter 7| Partitioning | Q& A

What isthe main goal of partitioning data in a database?

The main goal of partitioning datais scalability, allowing alarge dataset to be spread
evenly across multiple nodes, thereby distributing the load of storage and query
processing. By partitioning, each piece of datais assigned to exactly one partition,
which can be located on different nodes in a shared-nothing architecture, allowing for
parallel execution of queries and handling higher amounts of data and query

throughpuit.

How does partitioning relateto replication in a distributed database system?
Partitioning is often combined with replication to enhance fault tolerance and
avallability. Each partition, which holds a subset of the total data, may be replicated
across multiple nodes so that if one node fails, other nodes still have copies of the
partition's data. This allows the database to continue functioning even when individual

nodes go down, and ensures data durability and availability.

What arethe two main approachesto partitioning discussed in the chapter?

The two main approaches to partitioning discussed are key range partitioning and hash
partitioning. Key range partitioning involves assigning continuous ranges of keysto
each partition, which allows for efficient range queries but can lead to hot spots if

certain key values are accessed more frequently. Hash partitioning, on the other hand,
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involves applying a hash function to keys to evenly distribute them across partitions,
which helps avoid skewed workloads but makes efficient range queries more comple

since the sort order of keysislost.

What challenges arise from using secondary indexesin a partitioned
database?

Secondary indexes do not map neatly to partitions, which raises challenges
in how to effectively implement them. Two primary strategies exist:
document-partitioned indexes, where each partition maintains its own
secondary index, leading to possible scatter/gather queries across partitions
for reads, and term-partitioned (global) indexes, which consolidate all
indexes into separate partitions, easing read operations but complicating

writes since updates may affect multiple partitions.

How isthe process of rebalancing partitionstypically managed in a
distributed database system?

Rebalancing partitions is the process of redistributing data among nodes as
the cluster's size changes (e.g., when nodes are added or removed). It aimsto
ensure data and load are evenly distributed across nodes. This can involve
moving entire partitions to other nodes without changing the underlying
assignment of keys to partitions, which prevents excessive data movement
during scaling operations. Techniques for rebalancing include

fixed-number-of-partitions, where many more partitions than nodes are
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created in advance, allowing for easier redistribution, and dynamic

partitioning, where partitions are split or merged based on size thresholds.

Chapter 8| Transactions| Q& A

What are the main problemsthat transactions help addressin database systems?
Transactions help address severa key problems in database systems: 1. ** Partial
failures**: When an error occurs during a series of operations, transactions prevent a
situation where only some operations succeed and others fail, which could lead to
inconsistent data state. 2. ** Concurrency issues** : Transactions manage concurrent
access to data, preventing race conditions where multiple clients may try to read and
write the same data simultaneously, potentially causing errors. 3. ** Data integrity**:
They ensure that a database remains in a consistent state according to defined
constraints and invariants throughout the lifecycle of atransaction, thereby maintaining

dataintegrity.

What arethefour propertiesof transactions defined by the ACID model?

The ACID properties of transactions are: 1. ** Atomicity**: Transactions are
all-or-nothing; if one part of atransaction fails, the entire transaction is aborted, and no
changes are made. 2. ** Consistency**: A transaction must transform the database from
one valid state to another valid state, preserving all predefined rules and constraints. 3.
** | solation* *: Transactions are executed independently of one another; the

intermediate state of atransaction is not visible to other transactions until it is
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committed. 4. **Durability**: Once atransaction is committed, its results are

permanently recorded in the database, even in the event of a system failure.

How do isolation levels, such asread committed or snapshot isolation,
affect concurrency in transaction processing?

| solation levels define the degree to which the operations in one transaction
areisolated from those in other concurrent transactions. For instance: 1.

** Read Committed**: Prevents dirty reads, ensuring that a transaction only
reads committed data. However, it does not prevent non-repeatable reads or
phantom reads, which can lead to inconsistenciesif other transactions are
modifying the data concurrently. 2. ** Snapshot Isolation**: Provides a
consistent view of the database at a particular point in time, avoiding dirty
reads and allowing multiple transactions to read concurrently without
blocking each other. However, it can still have issues with write skew and
phantoms. The choice of isolation level directly impacts performance and

the potential for concurrency issues.

What are some common concurrency issuesthat arise without proper
transaction handling?

Common concurrency issuesinclude: 1. **Dirty Reads**: A transaction
reads data modified by another transaction that has not yet been committed.
2. **Dirty Writes**: A transaction overwrites data that another transaction is

still using. 3. ** Non-Repeatable Reads**: A transaction reads the same row
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twice and gets different values because another transaction has modified it
between reads. 4. ** Lost Updates**: Two transactions read the same value,
then both update it based on the read value, leading to one update being lost.
5. **Write Skew**: Two transactions read the same data and then make
decisions based on that data, but by the time they commit, their assumptions

areinvalid.

What ar e the advantages and disadvantages of using two-phase locking
(2PL) for ensuring serializability?

Advantages of two-phase locking (2PL): 1. ** Strong Guarantees**: 2PL
provides strict serializability, ensuring that transactions appear asif they
were executed in aseria order. 2. **Effective Concurrency Control**: It
prevents all types of concurrency issues, including dirty reads, dirty writes,
non-repeatabl e reads, write skew, and phantom reads.

Disadvantages. 1. ** Performance Overhead**: The locking protocol can
lead to decreased performance due to contention, as transactions may have to
wait for locksto be released. 2. ** Deadlocks**: Transactions may enter a
deadlock state if two or more transactions are waiting on each other to
release locks, requiring deadlock detection and resolution mechanisms. 3.
**|ncreased Latency**: Transaction duration can be unpredictable, which
might lead to higher latency and reduced throughput, particularly under high

contention workloads.

Chapter 9| The Troublewith Distributed Systems | Q& A
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What is meant by the term 'partial failure' in distributed systems?

Partial failure occurs when one or more components of a distributed system
fail while others remain operational. This leads to situations where some
operations succeed while others do not, creating a state of uncertainty. For
example, in anetwork partition where a subset of nodes can no longer
communicate with others, those isolated nodes may still function normally,
but might not achieve consistency with the other nodes. This
non-deterministic behavior complicates fault tolerance and requires

specialized algorithms to handle such failures.

Discusstheimportance of reliable clocksin distributed systems as
explained in the chapter.

Reliable clocks are crucia in distributed systems for synchronizing
operations across multiple nodes, facilitating event ordering, measuring
elapsed time for timeouts, and ensuring consistency. However, various
pitfalls arise with clock reliance, such as clock drift, sudden jumps due to
synchronization issues, and network delays that can lead to inconsistent
timestamps. The chapter emphasi zes that these issues can undermine
distributed system functionalities, leading to problems in coordination, such
as two operations being incorrectly ordered based on their timestamps.
Therefore, systems need mechanisms to account for clock inaccuracies when

making time-dependent decisions.
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Explain the challenges regarding network reliability outlined in the

chapter.

The chapter outlines severa challenges related to network reliability, such as
packet |oss, message delays, and hodes becoming unresponsive.
Communication in distributed systems relies on the network, and failures
can occur unpredictably—requests might never arrive, responses might be
lost, or anode might fail after processing a request but before sending a
reply. These can result in ambiguity over whether an operation succeeded or
failed. Strategies like using timeouts for detecting failures are common, but
timeouts can lead to false positives if nodes are slow rather than dead,

complicating failure handling.

What strategies are proposed in the chapter for building reliable
systems from unreliable components?

The chapter discusses several strategies for creating reliable systems despite
unreliable components, primarily through robust error detection and
handling mechanisms. Some key approaches include implementing
guorum-based protocols where decisions depend on a majority of nodes,
employing leasing mechanisms to manage resource access without
concurrent write issues, and creating fencing tokens that prevent outdated
requests from being processed. Error detection mechanisms, such as
checksums for data integrity and multiple threads of state observation to

avoid inconsistencies, are also advised to ensure that the system can recover
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gracefully from faults.

How doesthe chapter distinguish between safety and liveness properties
in distributed systems, and why ar e these conceptsrelevant?

Safety and liveness properties are fundamental to defining the correctness of
distributed algorithms. Safety properties ensure that nothing bad happens,
and if violated, they identify specific instances of failure that cannot be
undone, such as duplicate data. Liveness properties assert that something
good will eventually happen, which allows for temporary inconsistencies as
long as there is an expectation of resolution. Understanding these properties
is crucial when designing distributed systems since safety must be
maintained at all times, while liveness can be tolerant of some disruptions.
This distinction helps engineers find a balance between ensuring system

robustness and maintai ning responsiveness.
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Chapter 10 | Consistency and Consensus | Q& A

What is consensusin the context of distributed systems, and why isit important?
Consensus in distributed systems refers to the ability of multiple nodes to agree on a
certain value or state, especially during concurrent operations. It's crucial because it
ensures consistency among distributed nodes, preventing scenarios like split-brain
situations in leadership elections, where multiple nodes might incorrectly assume they
are the leader ssmultaneously. This misalignment can lead to data inconsistencies and
loss. Consensus is the backbone of fault-tolerant systems, enabling them to function

correctly despite failures.

What isthe difference between linearizability and eventual consistency in
distributed databases?

Linearizability isastrong consistency model that guarantees the most recent writeis
visible to all nodesimmediately. Thus, it ensures that operations appear to occur
atomically at some point in time. In contrast, eventual consistency is aweaker model
where updates to different replicas may take time to converge, meaning that there may
be temporary inconsistencies visible to different clients. Eventual consistency accepts

that reads can return stale data until all updates have propagated throughout the system.

How does the Two-Phase Commit (2PC) protocol work, and what areits

limitations?
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The 2PC protocol involves two phases. First, the coordinator asks participantsif they
can commit (the prepare phase). If all agree, it proceeds to the commit phase, wheret
coordinator instructs all participants to commit the transaction. The key limitation of
2PC isthat it can block indefinitely if the coordinator fails after the participants have
prepared but before the commit instruction is sent, leading to a state of uncertainty or

in-doubt transactions. This blocking can cause significant problemsin availability.

What isthe CAP theorem, and how doesit relateto distributed
databases?

The CAP theorem states that in a distributed data store, it isimpossible to
simultaneously guarantee Consistency, Availability, and Partition tolerance.
Thismeansthat if there is a network partition (loss of communication
between nodes), a system can either maintain consistency at the cost of
availability (it becomes unavailable to prevent data inconsistency) or allow
some operations to proceed, risking data consistency. The theorem
highlights the trade-offs that must be considered when designing distributed
systems.

Explain how total order broadcast is connected to consensusin
distributed systems.

Total order broadcast is a messaging protocol that ensures all nodes receive a
set of messages in the same order. It essentially consists of repeated

consensus decisions for each message, ensuring consistency (uniform
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agreement), integrity (no duplicates), validity (only proposed messages are
delivered), and termination (messages are eventually delivered). Total order
broadcast mechanisms are utilized within consensus algorithms, confirming
that they can achieve both data consistency and fault tolerance by ensuring
messages are delivered in a coherent and simultaneous manner across all

nodes.

Chapter 11 | Part I11. Derived Data | Q& A

What arethetwo broad categories of data systems discussed in Chapter 117?
Chapter 11 categorizes data systems into two main types: 'Systems of Record' and
'Derived Data Systems. Systems of Record, also called sources of truth, hold the
authoritative version of data, where new datais first written and each fact is represented
exactly once, ensuring accuracy. In contrast, Derived Data Systems generate data by
transforming or processing existing data from another system, allowing for redundancy
and optimizing performance. Examples of derived datainclude caches, denormalized

values, and materialized views.

Why isthe distinction between systems of record and derived data systems
important in application architecture?

Thisdistinction is crucia asit clarifies data flow through the system, making explicit
which components have specific inputs and outputs and how they are interdependent. It

helps avoid confusion in complex application architectures by allowing developersto
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understand the roles of different data components and design their systems more

effectively based on how datais consumed and produced.

How do derived data systems benefit performance in data-intensive
applications?

Derived data systems enhance performance by providing pre-processed,
often denormalized datasets that enable faster read queries. By having data
ready in aformat suited for specific queries (like highly accessed caches or
materialized views), applications can fulfill user requests more rapidly and
efficiently, reducing the need to repeatedly access slower underlying
databases for frequently requested data.

What role does redundancy play in the context of derived data systems?
In derived data systems, redundancy isintentional asit allows for the storage
of duplicated information that can be generated from a single source. While
derived datais often seen as redundant, it is valuable because it supports
better performance and various perspectives on the same data, improving
guery responsiveness and enabling advanced data processing without

negatively impacting the original data source.

How do batch-oriented dataflow systemsrelate to data streams as

covered in Chapter 117?
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Chapter 11 applies principles from batch-oriented dataflow systems, such as
MapReduce, to real-time data streams. This adaptation aimsto achieve
similar transformative effects on large-scale data systems but with lower
latencies. Stream processing allows applications to handle data on-the-fly,
promoting increased responsiveness and enabling real-time analytics that are

essential for modern data-driven applications.

Chapter 12 | Batch Processing | Q& A

What isthe main distinction between online systems, batch processing systems,
and stream processing systems?

Online systems, such as web servers and APIs, operate by responding to requests from
clients, with a strong focus on low response times and availability. Batch processing
systems, in contrast, handle large amounts of input data without immediate user
interaction, processing data over periods (e.g., daily jobs) and often optimizing for
throughput instead of response time. Stream processing systems offer a middle ground,
processing events in near real-time, allowing for lower latency than batch but not

necessitating instantaneous responses.

What istherole of MapReduce in the landscape of batch processing?
MapReduce serves as a programming framework that simplifies processing large
datasets in a distributed environment. It consists of two main phases: the 'map’ phase,

which extracts key-value pairs from input data, and the ‘reduce’ phase, which aggregates
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these pairs to produce output. Although its popularity has decreased in favor of more
sophisticated processing methodol ogies, MapReduce remains a fundamental concept

for understanding the principles of batch processing and distributed computing.

How do Unix tools and M apReduce share similar philosophies?

Unix tools embody a philosophy of simplicity and modularity, where each
tool is designed to perform one specific function efficiently. This philosophy
allows users to combine simple tools through piping to form complex
workflows. Similarly, MapReduce operates on a distributed filesystem by
employing a straightforward two-phase processing model (map and reduce),
promoting composition of simple functions to tackle complex data

processing tasks, thereby mirroring Unix's emphasis on composability.

What ar e some advantages of using batch processing systemslike
Hadoop compared to traditional M PP databases?

Batch processing systems like Hadoop possess the advantage of supporting
various data models, alowing users to store and process unstructured data
without pre-structuring it into a fixed model as seen in MPP databases. They
also facilitate immense data scal ability across many machines using
inexpensive commodity hardware. Furthermore, batch systems alow for
experimentation, as raw data can be processed iteratively before analysis,
leading to the 'data lake' approach, where datais stored in raw form until

processing requirements are clearer.
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What are some challenges associated with joins in batch processing, and
how do algorithms like sort-merge joins address these challenges?

Joins in batch processing face the challenge of efficiently combining records
from different datasets, especially when the records are large. The
sort-merge join algorithm mitigates this by first sorting the inputs by the join
key, alowing the reducer to process the sorted records more efficiently since
matching keys will be adjacent. This minimizes the amount of state that
needs to be held in memory and ensures that related records are easily

accessible, thereby streamlining the join process.
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Chapter 13| Stream Processing | Q& A

What is stream processing and how doesit differ from batch processing?

Stream processing involves the handling of continuous, unbounded data streams where
the output is generated in real-time as data events arrive. Unlike batch processing,
which deals with afinite set of data gathered over a specific period (e.g., daily or
hourly) and produces results only after processing the entire dataset, stream processing
allows systemsto react to individual data events as they occur. This responsiveness
reduces latency and is essential for applications that demand immediate action or live
datainsights, as opposed to needing insights based on retrospective, batch-based

analysis.

What arethe key characteristics of eventsin stream processing?

In stream processing, events are fundamental units of data that signify something that
has occurred, typically containing attributes such as a timestamp indicating the time of
occurrence. They are immutable, meaning once created, they cannot be altered. Events
usually represent various actions or states, such as user interactions (e.g., clicks, logins)
or machine-generated data (e.g., temperature readings, CPU loads). Each event is
produced by a 'producer’ and can be consumed by multiple ‘consumers), often organized

into topics or streams that categorize related data.

How do message brokersfunction in the context of stream processing?
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Message brokers serve as intermediaries for communication between producers and
consumers in stream processing. They accept input events from producers and manag
their distribution to relevant consumers. Brokers can use different strategies to handl
messages if they arrive faster than they can be processed: they may drop messages,
buffer them, or apply backpressure to slow down the producer. Brokers like Kafka
allow durable storage of messages, meaning they persist events for future consumptic
even after initial delivery, and enable different consumers to subscribe to the same

event stream, ensuring that the processing can scale with demand.

What is a change data capture (CDC) and how isit used in stream
processing?

Change data capture (CDC) is a technique that monitors and captures
changes made to a database, allowing those changes to be transmitted as a
continuous stream of events. This enables systems to remain synchronized
without needing full data dumps. CDC allows applications to react to data
changes immediately, often by updating aggregates, caches, or indexesin
real-time. Implementations of CDC typically involve hooks or triggers
within databases that write changes to a changel og, which stream processors
can then read to reflect those changes in other systems, ensuring data

consistency across integrated services.

Explain how timeis managed in stream processing and the challenges

associated with it.
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Managing time in stream processing is complex due to the need to
differentiate between event time (when an event occurred) and processing
time (when an event is processed). This complexity arises because events
may arrive out of order, delays can happen during processing, and
determining when all eventsfor a given time window have arrived can be
challenging. Different window types (e.g., tumbling, hopping) are utilized to
group events for analysis; however, straggler events that come after
windows are declared complete may skew calculations. Additionaly,
addressing issues of event lateness and ensuring consistency across
applications require careful strategies for handling timestamps and event

ordering.



